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REVIEW BY THE INTERNATIONAL SCIENTIFIC ADVISOR

on the doctoral dissertation entitled “Criminal procedure issues in the pre-trial
investigation of criminal offenses involving the unlawful collection, processing, and
dissemination of personal data” submitted by Nazerke Serikzhankyzy Zhumadilova
for the degree of Doctor of Philosophy (PhD) under the educational program
8D04203 - Law

The doctoral dissertation submitted by Nazerke Serikzhankyzy Zhumadilova, entitled
“Criminal procedure issues in the pre-trial investigation of criminal offenses involving the
unlawful collection, processing, and dissemination of personal data,” addresses a highly
relevant issue at the intersection of contemporary criminal procedural law, digital forensics,
and the protection of human rights.

The relevance of the dissertation is determined by the rapid development of digital
technologies, the increasing volume of personal data coliection and processing, and the
growing risks to individuals’ information security and their right to privacy. The widespread
use of electronic government services, digital financial systems, social networks, and online
platforms has created new opportunities for the unlawful collection, processing, and
dissemination of personal data, thereby increasing the need to develop scientifically
‘grounded legal mechanisms for the effective investigation of such criminal offenses.

An important feature of the research is the author's examination of personal data
protection not merely within the framework of information security or the right to privacy, but
also in relation to the objectives and functions of criminal proceedings. The dissertation
systematically explores the interrelationship between substantive criminal law, the legal
regime governing personal data, evidentiary procedures, and criminal procedural
safeguards.

The author provides a scientifically grounded analysis of the legal characteristics of
personal data in criminal proceedings, their role in the evidentiary process, and the specific
requirements governing their legal protection. The examination of personal data both as a
potential source of information relevant to criminal proceedings and as an informational
interest protected by the right to privacy enhances the theoretical significance of the
research. This approach highlights the importance of maintaining an appropriate balance
between public interests and individual rights when investigative authorities exercise their
procedural powers.

The dissertation presents a comparative legal analysis of the criminal and criminal
procedural legislation of the Republic of Kazakhstan, legal acts regulating personal data
protection, international legal standards, and the experience of foreign jurisdictions. By
examining international practices in conjunction with the specific characteristics of the
national legal system, the author strengthens the scholarly value of the research and
identifies potential directions for improving criminal procedural legislation.

The original scholarly contribution of the dissertation lies in its comprehensive
systematization of the procedural issues arising during the pre-trial investigation of criminal
offenses involving the unlawful collection, processing, and dissemination of personal data.
The author examines the determination of the subject matter of proof, the acquisition of



information from data holders, the identification and documentation of electronic materials,
the preservation of digital traces, the conduct of covert investigative measures, and the
admissibility of electronic evidence within an integrated research framework.

Particular attention is devoted to the specific challenges associated with handling
digital evidence. The dissertation examines the mutable nature of electronic information, the
need to ensure its authenticity and integrity, the identification of its source, and its
documentation in accordance with procedural requirements. These issues are analyzed in
the context of the contemporary objectives of criminal justice. The author’s scholarly
conclusions in this area provide a valuable basis for improving practices relating to the
collection, examination, and evaluation of electronic evidence.

Another noteworthy aspect of the research is its emphasis on procedural safeguards
for the protection of personal data during pre-trial investigations. The author highlights the
importance of compliance with the principles of legality, proper justification, necessity, and
proportionality in the exercise of investigative powers. The dissertation also substantiates
the significance of judicial oversight, prosecutorial supervision, confidentiality requirements,
and the establishment of appropriate iegal limits on the use of personal data.

The academic rigor of the dissertation is demonstrated by its comprehensive
methodological approach, the consistency of its theoretical arguments, and its systematic
examination of empirical materials. By integrating scholarly literature, international legal
standards, comparative legal research, and law enforcement practice, the author provides
a well-rounded assessment of the issues under investigation. The integration of theoretical
analysis with practical evidence strengthens the validity of the research findings and
highlights their significance for contemporary criminal procedural scholarship.

The methodological framework of the dissertation is appropriate to its research
objectives. The application of formal legal, comparative legal, systemic, and analytical
methods-ensures a comprehensive examination of the research subject and contributes to
the scholarly rigor of the findings.

The practical significance of the dissertation lies in the potential application of its
findings to the activities of pre-trial investigative authorities, prosecutorial supervision, the
improvement of methodological approaches to handling electronic evidence, and the further
development of criminal procedural safeguards for personal data protection. Certain
conclusions of the research may also be applied in university teaching and in the
professional training and development of law enforcement personnel.

The structure of the dissertation is consistent with its aims and objectives, and its
chapters are logically interconnected. The dissertation is written in an appropriate academic
style, employs legal terminology consistently, and presents its research findings and
conclusions in a clear and coherent manner.

The content of Nazerke Zhumadilova’s doctoral research demonstrates her scholarly
engagement with complex legal issues concerning personal data protection and criminal
proceedings, her ability to conduct comparative analyses of national and international
practices, and her capacity to connect theoretical legal concepts with practical challenges.
The interdisciplinary nature of the research, its consideration of the impact of digital
technologies on criminal procedure, and its emphasis on the protection of fundamental
human rights underscore its relevance to contemporary legal scholarship.

Overall, the dissertation submitted by Nazerke Serikzhankyzy Zhumadilova deserves
a highly positive evaluation as a completed scholarly study that addresses a significant
contemporary issue, demonstrates a sound theoretical foundation and a coherent research
structure, and possesses substantial practical relevance. The scientific conclusions
presented in the dissertation are directed toward improving the criminal procedural
legislation of the Republic of Kazakhstan, developing the legal framework for handling digital
evidence, and strengthening procedural safeguards for the protection of individuals’
personal data.



In conclusion, | highly commend the original scholarly contribution, sound theoretical
foundation, coherence of the research findings, and practical significance of Nazerke
Serikzhankyzy Zhumadilova’s dissertation entitled “Criminal procedure issues in the pre-trial
investigation of criminal offenses involving the unlawful collection, processing, and
dissemination of personal data.” The dissertation fully meets the academic requirements
established for doctoral dissertations submitted for the degree of Doctor of Philosophy (PhD)
under the educational program 8D04203 — Law. Accordingly, | support the submission of this
dissertation for public defense and consider its author, Nazerke Serikzhankyzy
Zhumadilova, deserving of the award of the degree of Doctor of Philosophy (PhD).
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8D04203 — «KyKkpIKTaHy» 6l1iM Gepy 6araapiamachl GoMbIHIIA ¢unocodus xoxroper (PhD)
mopexecin axy ymin yesmburan JK¥YMAJTAITOBA HA3EPKE CEPIK)KAHKBI3bIHbBIH
«JlepOec qepexTep/i 3aHChI3 IRIUHAYMEH, OHICYMCH JKoHE TApaTyMeH OailyIaHbICTBI
KBUIMBICTBIK KYKBIK 0y3yMbLTLIKTAPABI COTKA ACHiHTi Tepren-rexcepyIin KblIMBICTBIK-
NpPONeCTiK Macetesep» TAKBIPIOLIHAAFbI JHCCEPTAMUSIIBIK JKYMBICHIHA M ETEIIK FHIIBIMH
KeHeCHiHin mkipi

Kymamunosa Hazepke CepikiKaHKBI3bIHbIH «Jlepbec mepexTepii 3aHChI3 KUHAYMEH,
OHJIEYMEH JKOHE TapaTryMeH OaMIaHbICTBI KBUIMBICTBIK KYKBIK OY3yIIBUIBLIKTAp/Ibl COTKA JEHiHT
Tepren-TeKcepymH KBUIMBICTBIK-TIPOIECTIK ~ MoceNeNepi»  TaKbIPHIOBIHAAFBl  UCCEPTAlMSIIBIK
JKYMBICHI  KA3ipri ~ 3aMadfbl  KBUIMBICTBIK-TIDOIECTIK  KYKBIK  FBUIBIMBIHBIH, U PITBIK
KPUMHHATICTHKAHBIH JKOHE a/1am KYKBIKTAPBIH KOPFay/IbIH 03apa TOFBICHIHIAFbI 4Ca O3CKTI FBUIBIMH
MaceleNiep e OipiH KaH-KAKTHI 3epTTeyTe apHalFaH.

JlnccepTaysuIBIK 3epTTEY/IiH O3eKTIIir Kasipri Koram/Iars! un(bpm)n( TEXHOJIOTHSUIAP IBIH
KapKBIHJIBI TAMYBIMEH, epoec zxepemepm HKUHAY KOHE OHJICY KOJIEMIHIH YIFAIOBIMEH, COHJIaM-aK
HKEKE TYJIFAIAPIIBIH AKIaPaTThIK KayiTci3irine )oHe XeKe eMipre Ko CYFBLTMAY ITBITBIK KYKBIFBIHA
TOHETIH KayinmTepaiH apTybIMEH AMKBIHIANAIBL.  DJIEKTPOHJIBIK MEMIICKETTIK KBISMCTTCp)IlH,
IAQPIEIK KApIKBI XKYHEIePiHiH, oIeyMETTIK JKENiIep MCH aKnaparThiK nnachopManapan KeHIHEeH
KOJNJAHBUIYBl epOec MepeKTep/i 3aHChI3 JKUHAY, OHJICY JMKOHE TapaTy epeKeTTepnnH xKaHa
MYMKIHJI[IKTele TYBIH/IATHIT, MyHIall KbUIMBICTBIK KYKBIK 6¥BYHIBIJII>IKTapILLI THIMII TEpren-
TEKCEPY/IiH FHUTBIMH HET13/Ie1TeH KYKBIKTBIK TETIKTEpPiH 931piiey KaKETTUIITiH KyIenTye.

3epTTeyiiH MaHBI3/bI epeKmemrl — aBTOPIBIH JiepOec JepeKTepai KOpFay MoCENeCiH TeK
aKIapaTThIK Kaymcmmx HEMECE JKEKe OMipre KoJl CYFBUIMAY IIBUTBIK KYKBIFBI IIEHOEPiH/Ie FaHa eMec,
KBUIMBICTBIK  COT iCIH JKYPri3ymiH Makcarrapsl MeH (yHKIMSUIApbIMEH ©3apa OaiyiaHbicTa
KapacThIpybl. Z[HccepTauHﬂ)la KBLIMBICTBIK-KYKBIKTBIK - PETTEY, nepbec AepeKTepIin KYKBIKTBIK
PEeXHEMI, TOJEIIEMENIK  KBI3METTI JKy3ere —aceIpy pocimMyiepi JKOHE KBUIMBICTHIK-IIPOIECTIK
KeTUIKTEp apachIHarkl o3apa GaiiiaHbIC KYHem Typae 3€PTTEITCH.

ABTOp Jiepbec JepeKTep/iH KBUIMBICTBIK MPONECTETl KYKBIKTBIK CHIIATBIHA, OJApHbIH
JoNeNieMeNiK  afHaNBIMIGFEl  OPHBIHA JKOHE KYKBIKTBIK KOpFaiy epeKmemKTepme FBUIBIMU
Herisnenren Tanxay xyprizeni. Jlepbec sepexrepai Gip Me3rinie KbUIMBICTBIK ic GOMBIHINA MAHBI3EI
Gap BIKTHMAl aKmapaT Ke3i jKoHe alaMHBIH JKEKe OMipre Kojl CYFBUIMAYNIBUIBIK KYKBIFBIMCH
KOPFaJIAThIH aKIaparThik UTiJIiK peTiHae KapacThIpy 3epTTeme{ TCOPUSUIBIK MAHPBI3BIH APTTHIPIEL.
ByJI Tocill KpUIMBICTBIK, Ky/lajidy OpraHIaphiHbIH 03 OKIIETTIKTEPIH JKY3ere aChIpysl KE31H/E XKapHsl
JKOHE JKEKe MY/UIETICp apaChIH/IAFbl KYKBIKTHIK TSITe-TCHIKTI CaKTay/bIH MaHBI3bIH afKbIHIAH B!,

Jluccepranusiia KaSaKCTaH PecIryOnuKaCkHBIH KBUIMBICTBIK JKOHE KBUTMBICTBIK-IPOLIECTIK
3aHHAMACHI, JepOec AepeKTepai KOPFayra KaTbICThI HOPMATHBTIK KYKBIKTBIK aKTiJIep, XabIKapajblK
KYKBIKTBIK CTAHIApTTap SKOHE IICTENMK KYKBIKTBIK JKYHEIepIiH Taxipubeci CAJTBICTHIPMAITbI-
KYKBIKTBIK TYPFBIIAH  TalIaHFaH. XaJbIKAPANBIK  TOKIPAOEH! YITTBIK KYKBIKTBIK IKYHCHIH
epeKIIeiKTepiMeH GaiiIaHbICTEIPa KAPACTHIPY 3€PTTEYIH FRUIBIME KYH/BUIBIFbIH apTTEIPAJBI KOHE
KBUIMBICTBIK-TIPOLIECTIK 3aHHAMAHBI JKETILIPYIiH BIKTUMaN OaFbITTapbIH alKbIH/IayFa MYMKIHJTIK
Oepei.

JIHCCepTAIHSUTBIK JKYMBICTBIH O31HIIK FEUTBIMU YIeci nepoec JEPEKTEPIl 3aHCHI3 KUHAYMEH,
OHJIEYMEH JKoHE TapaTyMeH OaMiIaHBICTBI KBUIMBICTBIK KYKBIK 6¥3}'HII>IJIBIKTapI[I>I COTKa JeHiHri
Teprer-TeKkcepy OapbICHIHIA TYBIHIANTEIH TIPONECTIK MocereNepi KeMeH i Typae Kyheneyinen
KopiHeni. ABTop IoNeNey IOHIH aWKbIHAAY, HEPeK ycTaymbuiapaat aKuapar aiy, DIMEKTPOHTIBIK
MaTepraniap/bl aHbIKTay KoHE KYKaTTay, uncl)pnmx i3mepmi cakray, JKachIpbIH TEPrey apeKeTTele
JKYPTi3y JKoHE IEKTPOHIBIK JONIETIEMENEPIIH KO Gepinerinmirin Garanay Mocenenepin Oipryrac
FBUUIBIMH 3€PTTEY MEHOESPIHE KapacThIPaIbL.

Jluccepranusiia MUQGPIBIK AJIEIIACMENICPMEH JKYMBIC 1CTey):uH O3IHIIK KUBIHIBIKTAPEIHA
aliphIKITa Ha3ap aylapblUIFaH. 9JIGKTpOHZ(BIK AKMapaTThIH ©3rePriluTiri, OHBIH TYITHYCKAJIBIFEI MEH
TYTACTHIFBIH KAMTAMAChl3 €Ty KaKETTiliri, MOJIMETTEPIIH abIHy KO31H aHBIKTay JKOHE OJIapIbl
MPOIECTIK TaJanTapFa ColiKec KyKarTTay MOCENeNepi KBUIMBICTBIK COT iciH JKypri3yIiH Ka3ipri




3aMaHFBl MiHJIETTepiMeH OallTaHBICTBIPEUIA TalJaHFaH. ABTOPABIH OCBI OarbITTarbl FHUIBIMU
TYXKBIPBIMAAPEI  AJIEKTPOHIBIK IONICIICMENEPl JKUHAY, 3EpTITey JKoHe Oaranay ToXipuOecin
KETUPY YIIiH KYHJBI FRUTBIME HETI3 KaJIBIITACTHIPA/IBL.

3epTTeyniH Hasap aynapapiblK Tarbl Oip epexImelsiri — coTka AeHiHri Teprem-texcepy
OapeIchIHIA JepOec AepeKTep/li KopFayIblH IPOLECTIK KeMIiKTepiHe epeKine MoH Oepinyi. ABTOp
KBIJIMBICTBIK KyZajgay MIHIETTEpiH JKy3ere acwlpy Ke3iHAe 3aHIbUIBIK, THICTI HETi3IeMEeHIH OO0IybI,
Ka)KETTITIK JKoHE MOJIIIEePIIECTIK TaJlalTapblH CaKTayIblH MaHbI3bIH KopceTeni. COHBIMEH KaTap coT
GaxpuIaybl MEH IIPOKYPOPIBIK Kajaralay/IbIH, KYMHSUTBUIBIK TaJanTapblH CaKTayIbIH XKoHE Jepbec
JepeKTepi MalaraHyIbIH KYKBIKTHIK MICKTePiH alKbIHIaYIbIH MaHbI3AbIILIFRIH HETi31eH i,

JuccepTauusiibl  3epTTEYMiH  FBUIBIMMA  HETI3JUINT  OHBIH  KEMICHAI  9iCHAMAIBIK
YCTaHBIMBIMCH, — TEOPHSJIBIK  TYKBIPBIMIAPBIHBIH  JOHEKTUIINIMEH  JKOHE  OMITHPHKAJIBIK
MarepuaIapabl KYHen TannaybIMeH CHIaTTalanbl. ABTOP FBUIBIME 9ICOUESTTEP/I, XaIbIKApabIK
KYKBIKTBIK CTaHIapTTapIbl, CAJIBICTHIPMAIIBI-KYKBIKTBIK 36PTTEY HOTIDKEIICPIH KOHE KYKBIK KOJIIAHy
TOXKIpUOECiH e3apa GallIaHBICTHIPA OTBIPHII, 3EPTTEJIETIH MICETIEIEPTe JKAH-KAKTHI FRUIBIMU Oara
Oepeni. TeopusutblK TalbIMIAyIapiIblH [TPAKTUKAIBIK JCPEKTEPMEH YINTACTHIPHUIYEl FBHIIBIMH
KOPBITBIHABIIAPABIH,  JQJICIIUITIH apTTHIPhIN, OJapIblH Ka3ipri KBUIMBICTBIK-TIPOIECTIK KYKBIK
FBUIBIMBI YIIIIH MaHBI3ABUIBIFGIH alKBIH AL

JXKyMBICTBIH oJiCHAMAaJBIK HEri3i 3epTTey Makcarbl MEH MIiHIETTepiHe CoMKec Kemes.
ABTOPABIH  (hOPMANIBABI-KYKBIKTHIK, CalbICTRIPMANbI-KYKBIKTBIK, JKYHETK KoHe TaIaMalibIK
oJIicTep Il KOJIAHYBI 3ePTTEY TIOHIH KaH-XKAKTHI KApaCTHIPYFa KOHE AIIBIHFaH HOTIKEICP/iH FEUIBIMH
HETI3UTIrH apTThIpyFa MyMKIiH/IIK Oepei.

Jluccepranusiiblk, )KYMBICTBIH IIPAKTHKAIBIK MaHBI3Bl 3epTTCY HOTIDKETIEPIH COTKA JEHiHTi
TCPrel-TeKCEPY  OpPraHJapbIHBIH — KbI3METIHAE, MPOKYPOPJBIK — Kajarajayjia, OJIeKTPOHIBIK
JQJIENIEMENIEPMEH  JKYMBIC iCTEYIiH oficTeMeNiK Tociiuepin skerimuipyne, compaii-ak mepbec
JIEPEKTEP/TL KOPFay IbIH KBIIMBICTBIK-IIPOLECTIK KEMUIIKTEPiH aMBITY/Ia alianany MyMKiHiriMeH
afKpIHIANa b 3EPTTEYIIH KEKEIETeH TYXKbIPBIMAAPHI )KOFAPBI OKY OPBIHIAAPBIHBIE OKY MPOLECIHIIE,
COHJIai-aK KYKBIK KOpFray OpraHapsl KbI3METKEPIICPiHiH KOCiON IaspIibIFbl MEH OLTIKTLIriH apTThIpY
OapBICBIHIIA KOJIIAHBUTY Bl MYMKIH.

JluccepranusHbIH  KYPBUIBIMBI 3€PTTCYy MakcaTbl MEH MIiHIETTEpiHE COHKEC KyphUIFaH,
Tapayyapbl 63apa JOTUKAJbIK Oainansicta 6epinren. XyMbIc akaeMUsIIBIK CTHITL TaJlaNTapbiHa caii
Ka3bUIFaH, KYKBIKTHIK YFBIMIAP XKYHesi KOJIJaHbUIFaH, 3ePTTey HOTIDKENIePI MEH KOPBITHIHIBLIAPEI
HaKTHI opi Oipi3xi GastranraH.

JIOKTOPaHTTHIH FBUIBIMH-3€PTTEY JKYMBICHIHBIH Ma3sMYHbBI OHBIH JepOec MepeKTepi Kopray
KOHE KBUIMBICTBIK COT iCIH JKYPTi3y caslaCBIHIAFbl KYpHEN KYKBIKTBIK MOCeNeNepii FhUILIMH
TYPFBIIAaH TEPEH 3EPICIEIeHIH, YITTHIK JKOHE XaJbIKapaJbIK TOXKIpuOere CalbICTBIPMAIIBI Taliay
KYPrisy —KaOineTiH, coHmal-aK TEOPHSUIBIK TY)KBIPBIMIAP/ABl [PAKTHKAJIBIK —MiHIECTTEpPMEH
YINTACTBIPA AJIATHIHBIH KOPCETENl. 3epTTeyIiH MoHApalbIK CUIAThI, IU(PILIK TEXHOJIOTHSIIAP/IBIH
KBUIMBICTBIK IIPOLIECKE BIKIAIBIH €CKEpPYi KOHE aJlaMHBIH HETi3I KYKBIKTAphIH KOpFayFa 6achIMIbIK
Oepyi OHBIH Ka3ipri KYKBIK FEUTBIMBIH/IAFBI MAHBI3BIH AMKBIHIAMIEI.

Kanmer anranga, JKymamunosa Hazepke CepiksKaHKBI3BIHBIH UCCEPTALMSIBIK, HKYMBICEI
Kasipri KyKBIK FBUIBIMBIHBIH ©3CKTI MOCENECIH 3epTTeyre apHajraH, Oepik TEOPHSUIBIK Heri3re
CYHEHTCH, KYPBUIBIMIBIK JKaFbIHAH JKYHEli JKOHE eNeysi MPaKTHKANBIK MaHbI3hl 0ap asKraaraH
FBUIBIMA  €HOEK peTiHJe >KoFaphl Oaranayra JialiblK. JIMccepTranusga YCHIHBUIFAH FHUIBIMH
TYXbIpbiMIap Kasakcran PecryOnmKkachIHBIH KBUIMBICTBIK-IIPOLECTIK 3aHHAMACHIH JKETLIIIpyTe,
UQGPIBIK  TOIETTEMENEPMEH JKYMBIC ICTEYMIH KYKBIKTBIK HETi3AEpiH JaMBITyFa JKOHE JKEKe
TYJIFANIAp/IbIH JAepOec TepeKTepiH KopFay IbIH IPOLECTIK KEMJIIIKTEPiH HbIFaiTyFa GaFbITTaIFaH.

Kopeiteinpeuial kee, XKymanmnosa Hazepke Cepixokaukpisbinby «Jlepbec mepexrepai
3aHCBI3 XKUHAYMCH, OHIICYMEH JKOHE TapaTyMeH OalIaHbICTHI KbUIMBICTHIK KYKBIK OY3y IIBIIBIKTAP/IBI
COTKA JICHIHTi Tepren-TeKCepymiH KbUIMBICTBIK-IIPOIECTIK  MACENENepl»  TaKBIPLIOBIHIAFEI
AUCCEPTAIMSUIBIK SKYMBICHIHBIH O3iH/IK FBUIBIMH YIECiH, Oepik TEOPHSUIBIK HEri3iH, 3eprrey
HOTIKEIIEPiHIH MOMEKTIIrH XKoHe IIPAKTHKAIBIK MaHbI3BIH JKOFaphl OaraiaiMbIH, J{HCCEePTaIHSITBIK
xymbic 8D04203 — «KykpikTany» 6imim 6epy Oarmapiamackt GoitbiHima Gpunocodust goxkropst (PhD)
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