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(8D04203 - Jurisprudence) “Pre-trial investigation of crimes in the field of online fraud: modern
problems” by APSIMET NURDAULET, Department of Criminal Law, Criminal Procedure, and
Criminalistics, Faculty of Law, Al-Farabi Kazakh National University

The candidate makes several important points early on regarding the relevance of the topic,
including the rise of internet fraud, the increase in reported cases and the low levels of
compensation available to victims. The thesis argues that there is a disconnect between criminal
procedural legislation and the practical realities of investigating technology-related crimes. In this
regard, it is particularly interesting that Article 179 CPC RK prohibits redress for victims in matters
classified as civil disputes. The thesis then effectively outlines the gap in literature and establishes
clear research objectives.

The thesis employs a comparative legal methodology involving materials from domestic law
enforcement practice and statistical data. The study is novel in that it introduces the concept of
“digital deception” that proposes a three-stage evolutionary model for the genesis of online
fraud, alongside an independent definition of “digital evidence” and advances the concepts of
“digital nihilism” and “technological elusiveness.” The candidate’s proposed “artifact-centric”
cyber-procedural model is innovative in the context of pre-trial investigations.

The candidate makes important contributions to the field regarding the investigation of digital
crime, the conceptualisation of online fraud and the definition of digital evidence. In my view, the
thesis has important practical implications for domestic legal policy and investigative procedures
in the Republic of Kazakhstan.

The thesis is well structured and clearly written. It flows logically. The first chapter discusses the
concept of online fraud, the difficulties associated with defining the phenomenon and key
terminology within the context of pre-trial investigations. A comparative analysis is then
undertaken between online fraud and more traditional forms of fraud, which highlights the
limitations of subject-centered approaches to investigation.

Chapter 2 examines the more practical procedural elements of pre-trial investigations in the
Republic and the issues associated with the initiation of victim reports and conflicts within the
investigative process. One of the central claims is that the current pre-trial investigation
framework in Kazakhstan is structurally incompatible with the realities of online fraud because it
was designed for traditional crimes involving obvious physical evidence rather than
technologically concealed digital offences. Consequently, the legal and procedural system itself
unintentionally produces high levels of latency, evidential loss and institutional paralysis in
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cybercrime investigations. The candidate effectively demonstrates how a “Catch-22" scenario, or
“procedural deadlock,” emerges that prevents timely investigations and leads to the irreversible
loss of digital evidence. The thesis highlights how Kazakhstan’s criminal procedure laws require
investigators to identify clear signs of criminal intent before formally registering a case. However,
investigators cannot obtain the evidence needed to prove fraud unless a case is officially
registered, yet they cannot register the case without already possessing that evidence. The
chapter then evaluates the investigation process and argues that the current criminal
prosecution system is ineffective in addressing the realities of online fraud.

Chapter 3 seeks to establish a more effective investigative framework through the proposal of an
“artifact-centric cyber-procedural model,” in which digital artefacts become the primary
evidentiary foundation of investigations. As a former digital evidence examiner and police
detective, | found this chapter particularly insightful. The candidate effectively argues the need
for a fully integrated procedural system combining legal and institutional reform with enhanced
technological capabilities. The thesis also incorporates discussions of domestic law, case law and
international treaties (such as the Budapest Convention on Cybercrime) further strengthening its
contribution.

| have no hesitation in recommending that this thesis proceed to public defence for the award of
the degree of Doctor of Philosophy (PhD).

If you have any questions, please do not hesitate to contact me at at paul.gilmour@port.ac.uk.

Sincerely,
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Dr Paul Gilmour
Senior Lecturer in Economic Crime
Centre for Cybercrime and Economic Crime

University of Portsmouth
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onciver Hypaayaerrin «Oniaiin alasikThIK KbIMBICTAPBIH COTKA AeiiHTi Teprey: Kasipri
3aMaHFbI MIceJIe/IeP» TAKbIPbIOBIHAAFBI IHCCEPTANMSIIBIK dKYMbICHIHA MIETE/IIIK
KeHeCcIiHiH

IIKIPI

JluccepTalysanbiK  JKYMBIC TaKbIPBIITBIH ©3eKTUNTIH Herisueyne OGipkarap MaHbI3/bI
macenenepai Gacrankel OeiMHEH-aK [OHMeKTI Typie KepceTesi, aran aWTKaHaa: MHTEpHeT-
QIaAKTBIKTBIH KEH Tapaiybl, TIPKEJATeH KyKbIK Oy3yUIBUIBIKTAD CaHBIHBIH apTybl IKoHE
KOIpJIEHYIIJIEpre  YChIHBUIATBIH  ©TEeMaKbl KOJIEMiHIH ToMeHIIri. 3eprreyie KbUIMBICTHIK-
MPOUECTIK 3aHHAMa HOPMajapbl MEGH TEXHOJIOTHSUIBIK CHIATTAFbl KbUIMBICTAP/bI TEPreyIin
MPAKTUKAJIBIK IIBIHANBIIBIFEl apacklHAa alKbiH aluakThIKThiH Oap exeni Herisgesren. Ochbl
TYpFBIaH anranjia, Kasakcran PecriyOnmkacst KbUTMBICTBIK-TTPOLIECTIK KOAEKCIHIH |79-0a0biH 1a
a3aMaTTBIK-KYKBIKTHIK J1dy PETiHIE capajaHarbiH ictep GolbiHINa xabipiaeHyiiepre 3aaipl
0Tey MYMKIHMIrHiH IIeKkTenyi epekiie Haszap ayaapraasl. COHBIMEH Karap JMccepranmsjia
3EPTTEIII OTHIPFaH Macesie GOHBIHINA FBUTBIMH d1eOMETTEPACT] OJIKBUTBIKTAP HAKTHI Al KbIHIaJIbIlI,
3ePTTEY/IIH MaKCaThl MEH MIHAETTEP] JKYHesi api aHbIK TYIKbIPBIMJIAJIFaH.

Jluccepranmsibl  3epTTeye OTAHIBIK KYKBIK KOpFAy OpraHIapbiHbIH TaxipuOenik
MaTepuaigapbl MEH CTaTHCTHKAJIBIK JACPEKTEpre HETi3NeNTreH  CallbICThIPMaIbl-KYKbIKTHIK
ollicHaMa KOJIaHbITFaH. JXYMBICTBIH FBUIBIMM JKAHAJBIFE PETIHIE OHIAHH-ANasKTBIKTBIH Naiijia
Oomy JKOHE JaMy TEHE3MCIH TYCIHAIPETIH VI  CcarbUlbl  JBOMOUMSUIBIK  MOICITBI
KaMTHTBHIH «UHQPITBIK ICUENINI) YFBIMBIHBIH €HTI3yIMEH, «IMQPIIBIK JJIEIEME» YIbIMBIHA
aepbec awbiKTama OepyiMeH, COHAai-aK «UuQPIBIK HUTHIN3MY IKIHE (TEXHOJIOTHSIIBIK
OYJI/IBIPIIBIKY  KOHUETLMAIAPIH IaMBITYbIMEH CHITATTANabl. [31eHy i yebiHFaH «apredakt-
OpPTAJILIKTAHBIPBUIFAHY» ~ KHOepIpolecTik MoJeNb CcoTKa JCHiHr Tepren-rexcepy  YyuIiH
WHHOBAIUSITBIK MOHTE €,

[3nenyi UMpPIBIK KBLIMBICTAP/BI TEPren-TeKCepy, MHTEPHET-AIasKTBIKTB TEOPHSUTBIK
TYPFbIZIaH TaibIMAdy JKoHe UM(PIBIK JdJIesAeMeNepi aHbIKTay Macesenepine eneyni yrec
KockaH. MeHin nikipimine, jgucceprais Kasakeran Pecrybnukachinaarsl KyKbIKTbIK Casicar MneH
TEprey pacimMIEpiH XKETINAIpY YIIiH MaHBI3/bI IPAKTHKAIIBIK MOHTE HeE.

Jluccepranus KypbUIbIMIIBIK KaFbIHAH JKYHe, TYCIHIKTI, api JOruKaibik cabakracThIKIeH
KaspuiFad. bBipinmi Tapayna WHTEpHET-aNlasKTBIK YFBIMBI, OHBI AHBIKTAyFa OailiaHbICThI
KABIHJBIKTAp ~JKOHE COTKAa JICHIHTI  Tepren-rekcepy — asChlHIarbl  HEri3ri  TepMHHIEp
KapacTeipeiianbl.  CoHzaii-ak OHJAHH  anasKThIK TICH JOCTYPII  anaskThlk  TyplepiHe
CaJILICTRIPMAITBI TANIIAY XKYPrisizin, CcyOwekrire GarnapinaHFaH Teprey TaCLIIEPIHIH weKTeyep
KOPCETITEH.

Exinmi  Tapayna PecryGnukanarbl coTKa JeifiHri  Tepren-tekcepymin TaxipnGenik-
MPOLECTIK MEMEHTTEP], xKabipiieHyinep apbi3aphiH Tipkeyli 6acTayra OaiiasbC Tl macenesnep
JKOHE TEprey MPOLeCi asChIHIarbl KaHIbUTBIKTAP KapacTeIpbliabl. Herisri TyxbipbimMaapisid Gipi
— Kasakcranmare! KoJiaHbICTarbl COTKA JACHIHTI Tepren-Tekcepy xKyieci OHTAHH alaskThIKThIH
HAKTBl CPEKIIECNIKTEPIMEH KYPBUIBIMIIBIK TYpFblIaH yidecreiai. Cebebi o TeXHONOTHAIBIK
JKOJIMEH  JKACBIPBLIATBIH  LH(PIIBIK KYKbIK Oy3ylIBUIBIKTAPFa eMec, aiKblH MaTepraijibik

1



AFBIIIIbIH TiIHEH Ka3aK TilliHe ayiapblifaH HyCKa

aanenneMeniepi Gap nacTypai KelMbicTapra Oedimmenin kypbutraH, COHBIH  HaTHXKECiHe
KYKBIKTBIK JKOHE TPOLECTIK YHeHIH 031 KMOEpKbUIMBICTApABbl Teprern-rekcepy OapbiChiHia
JATCHTTUIIKTIH  apTyblHa,  Ja/e/IeMENIepAiH  JKOFATYBIHA  JKOHE  WHCTHTYIMOHAIUIBIK
J2PMEHCI3/IIKKE XKaHaMa TypAe bIKNal eTeli. [31eHy i yakThUTbl Tepreyre Keiepri KeTipeTin api
uHPIBIK  JOJICNIeMENEPIiH  KalTBIMCHI3 JKoFanybiHa ceben Gonmarteln «Catch-22» Hemece
«IIPOLECTIK TYHMBIK» JKarAaifibIHBIH KaTbIITACYblH HaHBIMIIBI TYpJe Kopcerei. Jluccepraimsia
Ka3aKcTaHHbBIH KbUIMBICTBIK-TIPOLECTIK 3aHHAMACh! ICTI PECMH TipKey YUIIH KbUIMBICTBIK HUETTIH
HaKTbl OCNTLIEPIH aHBIKTayaAbl Tanan eTeTiHi KepceTiireH. Anaiia Tepreyuiiiep anaskTbIKTh
JAJIEIJIEYTE KAKETTI HanienaeMenepai ic pecMM TipkenMmeHinine aja anMaiabsl. Ajl MyHJjai
JanenIeMenepeis icTi Tipkey MyMKiH emec. Tapayna Tepren-Tekcepy npolecite Gara Gepinin,
Kasipri KbUIMBICTBIK Ky/anay KYyHeCIHIH OHIaiH anassKThIKTBIH IIIHANbI epeKIIesiKTepiHe THIM
’Kayan Oepe alMalThIHEI HETi3/eeli.

Ymwiami Ttapay umbpasik apredaxrtinepai TepreyuiH Herisri janennemeniik 6azackiHa
alHAJIBIPY/bl KO3EHTIH «apTeakT-0pTaibIKTaH/AbIPbUIFAH KHOEPIIPOLECTIK MOJICIB/I» YChIHY
apKbUIBI HEFYPIIBIM THIMII Teprey KyHeciH KaubimTactbipyra GareITTanrad. BypeiH mudpibik
JQNelieMeNTep CaparniibiChl aHe TOMMIMS JEeTeKTHBI OosiraH MamaH peTiHie Oy Tapayjibl
CPEKIe MasMyHIbl el OarasalMbIH, [3[eHyII KYKBIKTBIK KOHE HMHCTUTYLHOHAJIBIK
pedopmaniapibl  KETULAIPIITGH TEXHONOTHSIIBIK MYMKIHIUKTEPMEH  yitiectiperin  Gipryrac
MPOLECTIK KYHEHIH KaXeTTUINH HaHBIMIBI Typae Herizaeitui. COHbIMEH Karap juccepranysia
WITTBIK 3aHHAMa, COT TIPAKTHKACHl KOHE XallblKapalblK wiaprrap (Mbicaisl, Kubepksuivbic
Typaibl ByranemTt KOHBEHLMSICBI) KapacTbIPBUIBIN, 3€PTTEYHIH FBIIBIMH JKIHE MPAKTHKAIIBIK
MaHBI3bI O/1aH api KYIIEHTIITEeH,

Men aranran amccepramusubl Gunocodus gokropsl (PhD) mopesxecin any yimin xapus
KOpFayFa YChIHY/IbI €11 KYMOHCI3 KOJIZIAUMBIH,

KoceiMiia  cypakrap  TyelHjgaraH  okardaiina,  mesiMen  paul.gilmour@port.ac.uk

SJIEKTPOHMIBIK TTOMITACHI apKBIJIBI xaﬁapnacybmbnra OoJtanbl.

Kypmernen,

/Konbl KotibLiear/
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